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Further information on how a DDA should be developed in line with 
the WASPI framework is contained within the 

Guide on the Development of a Data Disclosure Agreements 

 

Further guidance may be sought from the  
WASPI Service Integration and Development Team at: 

www.waspi.org 

 

 

 

 

 

 

Note: This page can be removed once the DDA development has 
commenced 

  

http://www.waspi.org/Documents/702/ISP%20Guidance%20Dec%2010.pdf
file:///C:/Documents%20and%20Settings/om166585/Local%20Settings/Temporary%20Internet%20Files/je126730/AppData/Roaming/Microsoft/Version%203/ISP/www.waspi.org
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Data Disclosure Agreements are intended for use when personal data is to be disclosed 
(i.e. passed one way) from one Data Controller to another for a specific purpose. DDAs are 
not intended for use in instances where the disclosure is from a Data Controller to a Data 
Processor and do not replace the requirement for appropriate contracts. 

Information Sharing Protocols (ISPs) should be developed to document practices involving 
the regular, reciprocal sharing (i.e. information flows back and forth between 
organisations) of personal information between Data Controllers. Separate guidance and 
templates are available on the WASPI website to assist with the ISP development process. 

http://www.waspi.org/home
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1 Introduction 

Since the sale of SIMS by Capita to Education Software Solutions (ESS), Schools and Local 
Authorities (LA) have requested that the Capita ONE B2B solution that we currently use to 
transfer data from SIMS to the LA allows transfer from any supplier in a single interface. To 
support this vision of a single interface Capita ONE Education has contracted with Wonde to 
supply data from Schools through an API which the Capita ONE Education solution outputs 
into an XML file. This will enable Schools and LA’s to continue to exchange data in a timely 
and effective manner which is then made available to the Information and Communication 
Officer to deal with accordingly.  

1.1 This Data Disclosure Agreement has been written in accordance with the principles 
contained within the Wales Accord on the Sharing of Personal Information (WASPI).  

1.2 This DDA is intended to help partner organisations understand what data can be 
disclosed for the stated purpose(s). It also provides assurance that the partners have 
considered the requirements of data protection legislation. 

2 Purpose of Disclosure  

The LA relies on timely and accurate information (personal data) regarding pupils in its 
schools to carry out its statutory functions in areas including but not limited to attendance, 
inclusion, and attainment. It would be impractical to obtain these updates any other way than 
through the system based daily update process. By signing up to this agreement it will enable 
the transfer of information to the LA and  to continue to ease the burden on School support 
staff and the benefits to Schools include: 

▪ not needing to submit starter or leaver notifications to the LA (unless the removal 
from roll is linked to a parental decision to home educate) 

▪ the system will send attendance data to the LA daily 
▪ the LA student record will hold the most up to date information reducing the need 

for phone calls and data requests to Schools for instance in relation to safeguarding 
of children and young people attending your School 

▪ The City of Cardiff Council (CCC) Education staff, and other related Directories, 
have an up-to-date picture of the child or young person, enabling them to provide 
advice and put support in place where necessary. 
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3 Partners to this agreement 

3.1 Data is disclosed by St Monica’s CW Primary School to The City of Cardiff Council. The 
information is used to satisfy statutory functions and shared with internal LA  
departments.  The LA may also need to share this information with: 

▪ Alps (Online student performance analysis) 
▪ Careers Wales 
▪ Cardiff and Vale University Health Board (CAVCUHB) 
▪ Central South Consortium Joint Education Service (CSC / CSCJES) 
▪ Estyn 
▪ Fischer Family Trust (FFT: Education analysis, literacy & research) 
▪ Police / Courts (under lawful basis – See Sharing personal data with law 

enforcement authorities | ICO) 
▪ Relevant Local Authorities forming part of your child’s educational history including 

School Admissions process 
▪ Relevant non City of Cardiff Council Schools and educational establishments 

forming part of your child’s educational history (i.e. EOTAS) 
▪ Welsh Government (Data collection and information management for Schools) 
▪ Welsh Local Government Association (WLGA) 
 
This information will be (unless necessary to comply with our statutory duties) 
anonymised or high-level data and the school privacy notice informs 
parents/guardian/pupils of how their data is used. 

3.2 Partners to this agreement may only use the personal data disclosed to them under this 
agreement for the specific purpose(s) set out in this document. The data will not be 
exchanged with, or passed to, any non-related areas of the receiving organisation or 
any third parties without prior approval of the originating partner as detailed in the 
School Privacy Notice. 

3.3 In line with the requirements of data protection legislation, partner organisations will 
ensure data subjects are informed how their personal data will be used. 

3.4 The partner organisations will regularly monitor and review the use of this DDA to 
ensure data is disclosed effectively and appropriately.  
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4 Lawful basis  

4.1 For the purpose of the Data Disclosure Agreement, the lawful bases for processing are 
as follows: 

HOW TO USE THE TABLES 

The following tables are designed to allow partners to this agreement to highlight the lawful 
bases relevant to the sharing described in this DDA.  
 
Organisations should ensure that they meet the requirements for each legal basis selected, 
this includes complying with UK GDPR Article 7 when relying on consent as a legal basis 
(UK GDPR Article 6(1)(a) and Article 9(2)(a)) and having an Appropriate Policy Document 
in place where relevant. 
 
Please take advice from your Data Protection Officer or equivalent on what legal basis are 
appropriate. Definitions of the terms referenced below can be found at Appendix A. 
 

 

GENERAL PROCESSING  
(as defined by the UK General Data Protection Regulation (UK GDPR))  

Article 6 of UK GDPR – (e) Public Task 

If processing involves special categories of data, 

Article 9 of UK GDPR (g) Public Interest 

 

5 Data to be Disclosed 

5.1 Describe the categories of personal data to be disclosed. Do not include actual 
personal data in this agreement: 

▪ Student Family Name 
▪ Student Given Name 
▪ Student Given Name 2 
▪ Date of Birth 
▪ Sex/Gender 
▪ Student Address Detail 
▪ Student Attendance 
▪ Student Exclusions 
▪ Student Key Stage Attainment 
▪ Student Chosen Family Name 
▪ Student Chosen Given Name 
▪ First Language 
▪ English as an Additional Language 
▪ Former UPN 
▪ Gifted and Talented Flag 
▪ Medical Flag 
▪ National Identity 
▪ National Curriculum Year 
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▪ Part Time 
▪ Registration Group 
▪ Religion 
▪ Student Ethnicity 
▪ Unique Learner Number 
▪ Unique Pupil Number 
▪ Student Looked After Details 
▪ Student SEN/ALN History 
▪ Student Service Family 
▪ Student Traveller Family History 
▪ Student Free School Meal History 
 

5.2 Partners to this agreement will ensure that all data disclosed or collected is adequate, 
relevant, accurate, up to date and limited to what is necessary to meet the stated 
purpose. 

6 Information Security 

6.1 Partners to this agreement will ensure that individual access to the data is limited to 
those who have a legitimate purpose to view, use or otherwise access it. Appropriate 
measures will be taken to ensure that the confidentiality of the data is maintained at all 
times. 

6.2 Partners to this agreement must have an appropriate and adequate security framework. 

6.3 Practitioners carrying out the functions outlined in this DDA should make themselves 
aware of, and adhere to, their organisation’s data protection, confidentiality and 
information security policies and procedures. 

6.4 All partners must ensure that adequate and appropriate training on the subjects of data 
protection, confidentiality and information security is provided to all staff with access to 
personal data. 
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7 Detail of disclosure 

8 Data Subjects’ Rights  

8.1 Data protection legislation provides various individual rights for data subjects. Advice 
on how these rights should be met should be sought from each organisation’s 
Information Governance representative, Data Protection Officer or equivalent. Specific 
guidance on these rights is available on the Information Commissioner’s website; 
www.ico.org.uk 

8.2 Partners should ensure that data subjects are informed how and why their personal 
information will be processed and who it is shared with (the Right to be Informed). 
Ideally, this information – often provided in what is commonly referred to as a privacy 
notice - will be provided at the first point of contact. It can be part of a registration / 
consent form or a standalone document.  

8.3 Partners will ensure that all information is clear and particular care taken when relying 
on consent as the lawful basis for sharing information, or where working with children, 
as there are additional requirements to consider. Further information on the ‘Right to be 
Informed’ is available on the Information Commissioner’s website; www.ico.org.uk 

8.4 All partners will have in place the appropriate policies and procedures to uphold the 
confidentiality, integrity, and availability of personal information with specific reference 
to the retention, storage and disposal of records.  

8.5 Partners will deal with requests for the information referenced in this DDA in accordance 
with each organisation’s relevant policies and procedures.  

8.6 Each partner will put in place a formal procedure through which data subjects, partner 
organisations and practitioners can direct any complaints regarding the data disclosed 
documented in this DDA.  

Description Detail 

Source of 
Data 

School SIMS MIS system 

Methods of 
Transfer 

Electronic methods of transfer, via an encrypted Application Programming 
Interface (API)  

Destination 
of Data 

CCC Capita ONE – Education Directorate 

Frequency The data will be disclosed daily via scheduled tasks in the case of pupil data 
changes and attendance, and annually in the case of Key Stage Attainment  

Retention 
period 

In line with organisational retention policies 

https://ico.org.uk/
https://ico.org.uk/
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8.7 There is an expectation that the organisations involved in this DDA will work together to 
keep each other informed of any complaints or requests for information received from 
data subjects or third parties. The organisations will also keep each other informed of 
any problems, amendments or requests for erasure associated documented in this DDA 
and there is an expectation that they will collaborate to develop and improve these 
practices.    

9 Review, Breaches and Termination of this Agreement 

9.1 This agreement will be reviewed three years from signing this document or sooner, if 
appropriate. 

9.2 Breaches of this agreement should be reported to the partner organisations which may 
result in the information sharing set out in the agreement ceasing. 

9.3 Partners to this agreement will determine the responsibilities following termination of 
this agreement, including the deletion of shared data or its return to the organisation 
that supplied it originally. 

10 Agreement Signature 

 

Disclosing 
Organisation  

St Monica’s CW Primary School 

Name Abigail Cuthbert 

Position Head Teacher 

Date 16/01/2024 

Signature A Cuthbert 

  

Recipient 
Organisation  

The City of Cardiff Council 

Name Suzanne Scarlett 

Position Head of Performance, Resources and Services 

Date  

Signature  
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11 Appendix A – Glossary of Terms  

Term  Definition  

Appropriate 
Policy 
Document 

The Data Protection Act 2018 outlines the requirement for an Appropriate 
Policy Document to be in place when processing special category and 
criminal offence data under certain specified conditions. 
 
Detail on Appropriate Policy Documents can be found in Schedule 1, Part 
4 of the DPA 18 and Section 42 of the DPA 18 for competent authorities. 

Data 
Protection Act 
2018 

The UK’s third generation of data protection law replaces the previous Data 
Protection Act 1998. The 2018 Act accepts the standards and obligations 
set by UK GDPR and, where UK GDPR allows, makes specific provisions 
relevant to the UK.  
 
The 2018 Act also transposes EU Data Protection Directive 2016/680 (Law 
Enforcement Directive) into domestic UK law. 
 
It is important the UK GDPR and the DPA 2018 are read side by side.  

Data 
Protection 
Officer 

Certain categories of organisation, including any public body or authority 
(except courts in their judicial capacity) are required to designate a suitably 
qualified Data Protection Officer (DPO). The tasks of the DPO are set out 
in Article 39 of UK GDPR. 

Data subject A ‘data subject’ is an identified or identifiable natural person. Organisations 
may refer to data subjects as service users, patients, clients, citizens, etc 
but for consistency, WASPI framework documentation refers to data 
subjects. 
 
 UK GDPR The UK General Data Protection Regulation (UK GDPR) lays down laws 
relating to the protection of natural persons with regard to the processing of 
personal data and rules relating to the free movement of personal data. This 
Regulation protects fundamental rights and freedoms of natural persons 
and in particular their right to the protection of personal data. 

Law 
Enforcement 
Purposes 

The purposes of the prevention, investigation, detection or prosecution of 
criminal offences or the execution of criminal penalties, including the 
safeguarding against and the prevention of threats to public security. (DPA 
2018 Part 3, Chapter 1, Section 31) 
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Personal data ‘personal data’ means any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can 
be identified, directly or indirectly, in particular by reference to an identifier 
such as a name, an identification number, location data, an online identifier 
or to one or more factors specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of that natural person. 

Personal data 
about criminal 
convictions, 
offences or 
related 
security 
measures 

This includes personal data which relates to the alleged commission of 
offences by the data subject, or proceedings for an offence committed or 
alleged to have been committed by the data subject or the disposal of such 
proceedings, including sentencing. (DPA 2018 Section 11(2)) 

Personal 
identifiers 

A set of basic personal details that allow partner organisations to identify a 
data subject. 

Personal 
information 

Includes information falling within the definition of ‘personal data’ and 
information about deceased individuals. Data protection legislation does not 
apply to information about deceased individuals but such information needs 
to be treated confidentially and WASPI should be applied to this information.  

Practitioner An inclusive term that refers to those involved in the care, education, welfare 
of data subjects; i.e. those who provide a public service. 

 

Processing 
personal data 

‘processing’ means any operation or set of operations which is performed 
on personal data or on sets of personal data, whether or not by automated 
means, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction.’ (UK GDPR Art 4(2))  

Special 
categories of 
data / 
sensitive data 

 

 

Processing of personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union membership, and 
the processing of genetic data, biometric data for the purpose of uniquely 
identifying a natural person, data concerning health or data concerning a 
natural person's sex life or sexual orientation. (UK GDPR Art 9(1)) 

Application 
Programming 
Interface 

API is the acronym for Application Programming Interface, which is a 
software intermediary that allows two applications to talk to each other.  

 


